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How is the Security Rule structured?

The safeguards required by HIPAA’s Security Rule are divided into three categories;
administrative, physical and technical. The three safeguard categories are further divided
into standards that describe what each covered entity must do to meet the objectives of the
Security Rule. In some cases, the standard itself contains enough information to describe
implementation requirements, so there is no separate specification. Other standards have
associated “implementation specifications” that expand on or explain what is required by
the standard.

How does a covered entity decide what to do?
All standards are required and must be met. Implementation specifications are either
“required” or “addressable”. A required implementation specification means just that; it
must be done. An addressable implementation specification must be “assessed” and
“reasonable and appropriate” action taken. Each covered entity must base their decision
as to what is “reasonable and appropriate” on its risk analysis, its mitigation strategy for
those risks, security measures already in place, and the costs of alternatives. Once that
has been done the following decision steps apply. If an addressable implementation
specification is determined to be:
* reasonable and appropriate given the circumstances of the covered entity, it must
be implemented;
* unreasonable or inappropriate, but the standard cannot be met without it, then an
alternative measure that accomplishes the same end must be put in place;
* unreasonable or inappropriate, or simply not applicable to the situation, and the
standard can be met without the specification or alternative, then nothing beyond
the standard needs to be put in place.

In all cases the covered entity must document how it is meeting the standards and
implementation specifications. The rationale for the selection of an alternative safeguard,
or to not implement anything at all, must be documented with particular thoroughness.

See also:
45 CFR 164.306
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